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Our contribution: Fheanor

• Rust library for FHE

• Open-Source

• Contributions welcome

• Design mirrors mathematical
structure of HE schemes

• Modular, configurable

• Good performance

⇒ Perfect for research!
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HElib C++ ✓ ✗ ✗ ✓ ✓

OpenFHE C++ ✓ ✓ ✗ ✗ ✗

Seal C++ ✓ ✓ ✗ ✗ ✗

Lattigo Go ✓ ✓ ✗ ✗ ✗

Λ ◦ λ Haskell ✓ ✓ ✗ ✗ ✓

Fheanor Rust ✓ ✓ ✓ ✓ ✓

Performance I: SHE
(binary mult. tree, 16 inputs, 15 mults)

(m, log2(q), c) SEAL Lattigo HElib Fheanor

(21845, 425, 3) 1.6 s 0.9 s

(216, 855, 3) 2.3 s 1.8 s

(42799, 1115, 3) 6.7 s 4.6 s

(216, 855, 4) 1.4 s 0.53 s 1.6 s

(217, 1710, 4) 9.7 s 3.1 s 9.5 s

(216, 855, 4) 2.9 s 1.6 s 5.4 s

(217, 858, 4) 19.1 s 9.5 s 28.0 s
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BFV

Performance II: BGV bootstrapping

HElib Fheanor

(m, t, log2(q), c, h(s), v) Prior digit New digit
= (42799, 4, 1120, 10, 128, 8) extraction extraction

Slots-to-Coeffs 2.6 1.5 1.5

Noisy Expansion 0.27 1.2 1.2

Coeffs-to-Slots 18.3 25.9 25.9

Digit Extract 46.3 35.2 19.2

Total 67.5 63.8 47.8

Noise budget left (bits) 690 570 591

Reach out to us • on the FHE.org Discord (channel fheanor)

• at simon@pohmann.de
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DigitExtract

poly_to_circuit()

digit_extract

MatmulTransform

pow2::slots_to_coeffs_thin()

pow2/composite, thin/fat, etc

lin_transform
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circuit
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bgv::modswitch
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bgv::noise_estimator
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other impls
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other impls
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other impls
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etc
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HypercubeStructure

CyclotomicGaloisGroupAbstractNumberRing
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number_ring
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RingStore

FreeAlgebra
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etc

from feanor-math,
used everywhere

Legend

SomeTrait

SomeStruct

depends on

impl trait

New approach via SAT-solver

Paterson-Stockmeyer, [CH18]

and [GIKV23] (partially)

“Galois-arithmetic” circuit;

evaluatable with any HE scheme!

Rounding/modulo on

coeffs in RNS form

Algorithms from

[HS15] and [Gee24]

Separation Number Ring

representation vs arithmetic
Non-power-of-two number

rings supported!

CLPX/GBFV!

[CLPX18; GV24]

Scheme implementations and bootstrapping

are configurable, and easy to re-implement

with provided lower-level modules

Sparse Key

Encapsulation

supported!


